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Introduction
The Office of Internal Audit appreciates the opportunity to provide our vision for Internal Audit activities at the Texas Parks and Wildlife Department (TPWD) for Fiscal Year 2010.

With programs of high interest to the general public and the Legislature, it is critical to ensure our major systems and programs run efficiently and effectively.  Our efforts provide management assurance when programs are working as intended and recommendations for improvement when they are not.

This proposal is the result of a risk assessment process through which Internal Audit conscientiously assessed and selected areas for audit.  We selected areas where failure based on a particular system to adequately perform could significantly hamper TPWD’s ability to complete its mission.  As stated in the Department’s mission statement, we strive:

To manage and conserve the natural and cultural resources of Texas and to provide hunting, fishing, and outdoor recreation opportunities for the use and enjoyment of present and future generations.

Consequently, a portion of our plan is devoted to functional based audits related to hunting, fishing, and outdoor recreation issues.  Additionally, the plan includes ancillary activities which support the agency’s core functions.  These activities include, but are not limited to, Information Technology, Administrative Resources, Human Resources, Infrastructure, Communications and the Executive Office. 

This document presents our proposed project areas for Fiscal Year 2010 and outlines our risk assessment methodology.

Purpose and Mission
This audit plan is required by the Texas Internal Auditing Act (Chapter 2102, Title 10, Government Code, Vernon’s Texas Codes Annotated), Generally Accepted Government Auditing Standards issued by the United States Government Accountability Office (GAO), and the Standards for the Professional Practice of Internal Auditing issued by the Institute of Internal Auditors (IIA).

Internal Audit’s mission statement guides our daily work:

The mission of the Office of Internal Audit is to provide assurance and advisory services that help the Texas Parks and Wildlife Commission (Commission) and management meet agency goals and objectives.  We provide independent and objective information, analyses, and recommendations to assist management in effecting constructive change, managing business risk, and/or improving compliance and accountability of the Department and its business partners.
Audit Charter and Internal Auditing Definition
The Audit Charter, approved by the Chairman, Finance Committee Chairman, and Executive Director, clearly defines the dual focus of the Office of Internal Audit’s assurance and advisory service activities.  The Charter also defines our mission, scope of activities, responsibilities, authority, independence, professional standards, quality assurance processes, continuing professional development and reporting relationships.

As defined in the Charter, internal auditing encompasses the examination and evaluation of the adequacy and effectiveness of the agency’s system of internal control and the quality of performance in carrying out the goals and objectives of the agency.  The Texas Internal Auditing Act was amended during the 78th legislative session to include the Institute of Internal Auditor’s (IIA) definition of internal audit:

An independent, objective assurance and consulting activity designed to add value and improve an organization's operations.  It helps an organization accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.
For more background information on the Office of Internal Audit, see Appendix A.

Risk Assessment
Risk assessment, as defined by the IIA, is a “systematic process for assessing and integrating professional judgments about probable adverse conditions and/or events.”  

In conducting our risk assessment, Internal Audit interviewed TPWD’s Executive Director, the Deputy Executive Directors, each Division Director, as well as other management personnel.  Various Section Managers not interviewed had the opportunity to provide input into our risk assessment through a formal survey process.

Previous audit reports examined included those from TPWD Internal Audit, the Texas State Auditor’s (SAO) Office, the Texas Comptroller of Public Accounts, and the Department of the Interior’s Office of Inspector General.  Additional documentation considered in planning were the recommendations from the November 2008 Sunset Advisory Commission Staff Report, the General Appropriations Act (81st Legislature, Regular Session), the Natural Agenda, Fiscal Years 2009-2013, and the TPWD FY 2009 Business Plan Analyses.

Internal Audit identified through the interviews and surveys the universe of auditable activities primarily as those activities conducted to address the strategies funded by the Appropriations Act.

Using the information gathered through the interviews and surveys and our professional judgment, we grouped the universe of auditable activities into the following categories:

Department functional areas to include:

· Operational/Programmatic activities

· Information Technology activities and initiatives

We then risk ranked all identified activities within each category using specific risk factors developed for the specific category.  The risk factors for the two functional areas are located in Appendix B.  From this ranking, specific project topics were identified for each high risk area.  The risk ranking process results in defining specific audit projects.  Lastly, to determine which projects should be included in the proposed audit plan, we scored each identified project area according to subjective factors.  Projects in the list below are not listed by criticality.  We did not rank the projects within our two categories.
Proposed Audit Projects for Fiscal Year 2010
Carryover projects:
Three audit projects in process at the end of FY 2009 were carried over to FY 2010.  The Performance Measure Review and the Asset Management Audit were released in September 2009.  A follow-up report on previous recommendations to the Concession program will be released in October.  One advisory service, an updating of the Business Continuity Plan (BCP), is scheduled for completion in November 2009. 
We propose to complete the following projects during FY 2010: 

	Proposed Project Areas

Fiscal Year 2010

	September 2009

	Audit of Purtis Creek State Park

	Audit of Buescher State Park Follow-up  

	Audit of Martin Dies State Park

	Audit of Balmorhea State Park

	Audit of Mother Neff State Park

	Audit of Lockhart State Park

	Audit of Mustang Island State Park

	Audit of Caddo Lake State Park

	Audit of Lyndon B. Johnson State Park

	Audit of Dinosaur Valley State Park

	Audit of Meridian State Park

	Audit of the World Birding Center - Resaca de la Palma 

	Audit of the Accounts Payable Function

	Remainder of FY 2010

	30 State Park audits

	A Review of Selected State Parks Division Grants 

	Audit of the Construction Process

	Cash Handling at 16 Selected Law Enforcement Offices (2 rounds w/8 offices)

	A Review of Procurement Card Activity

	A Review of Selected Federal Grant programs 

	A Review of the Texas Freshwater Fisheries Center Operations

	A General Controls Review of Selected Division Applications

	A Security Review of Web-based applications

	TAC 202 Compliance Review

	An Audit of Software Licensing

	Application Controls Audit of the TxParks System


Internal Audit will attempt to schedule audit projects so as to minimize disruptions to normal operations.  However, previously scheduled projects and their individual start dates may change in order to accommodate agency scheduling conflicts.  One example is related to the uncertainty of the formal implementation of the TxParks system.  An application controls audit of the TxParks system is scheduled to be performed in the summer of 2010.  However, the audit is contingent on the successful implementation of the system.  In order to improve the total audit coverage, our office has developed a listing of potential projects that can be performed in fiscal year 2010.  If necessary, we will initiate projects from the list as needed after informing management and the Commission.  This course of action allows our office the latitude to move or substitute projects into our schedule based on future conditions.

Internal Audit will review the audit plan at the mid-point of fiscal year 2010.  We will consult with the Commissioners and Executive Management to adjust the plan as needed based on priorities, management requests, workloads, changes in operations, and availability of Internal Audit resources.  If needed, we will seek the Commission’s authorization through the Chairman for approval of any amendments to the audit plan that become necessary during the fiscal year.

Acceptable Level of Risk
While the list of proposed projects results from our consideration of a wide-ranging scope of auditable activities, it does not address or provide coverage for all TPWD components or systems.  Our goal is to optimize our resources to provide reasonable coverage in the areas we believe require the most attention.

Due to a variety of factors, some significant activities that might warrant review may not be carried forward to the list of proposed audit projects, but they did receive consideration.

Ultimately, we cannot address every risk area.  It is important for the Commission and Executive Management to understand the limitations of the audit coverage and the attendant risks for areas not audited.  We believe this listing of proposed projects allocates Internal Audit resources to the most important priorities and significant risks of TPWD and allows flexibility to address other risk areas that may become known during the fiscal year.

However, according to the Texas Internal Auditing Act, it is the Commission’s responsibility to conclude whether resources are adequate to address the identified risks.  Specifically, Senate Bill 1694 of the 78th legislative session amended the Texas Internal Auditing Act to require the governing board of a state agency to periodically review the resources dedicated to the internal audit program and determine if adequate resources exist to ensure that risks identified in the annual risk assessment are adequately covered within a reasonable time frame.

Internal Audit asserts that our staff resources are adequate to address the high risk areas that warrant audit coverage.  We believe the areas that warrant audit coverage are those listed as proposed audit project areas.  Any additional audit coverage may require supplementary staff resources.

Besides staff resources, Internal Audit is provided with an operating budget to cover administrative costs.  Like all of Texas state government, including TPWD, this budget is very limited.  The greatest impact of such a limited budget will be in the areas of travel and continuing professional education.  Internal Audit standards require professional auditors to receive a minimum of 80 hours of training every two years.  In order to achieve this level of training with limited resources, Internal Audit will be seeking innovative and low-cost alternatives to traditional continuing professional education.  Budget limitations in areas such as travel are expected to have an impact on our ability to address the risks identified in this audit plan.  Internal Audit is confident that if it is necessary to request additional budget resources during this biennium, that request will be addressed in good faith.
Advisory Services and Other Activities
A percentage of the available total audit hours are allocated to planning, administrative, and other special projects.  These projects include advisory services, follow-up, external auditor liaison duties, preparation of the FY 2010 Audit Plan, preparation of the Annual Internal Audit Report to SAO, special requests from the Commission and/or management, and hours dedicated to updating audit programs and documentation necessitated by the implementation of the TxParks system.

Advisory Services
The internal auditing profession has gone through a redefinition of its focus of activities and has moved toward providing more advisory services to management.  We will continue to have senior staff members participating in agency committees and work groups as needed and directed by our Commission or requested by Executive Management.  We provide advice and suggestions on management issues, concerns, and proposed policies and procedures.

Follow-Up
Follow-up is an important part of our audit effort and is required by professional standards.  Our follow-up process will be conducted in April and October of every year with the status of all recommendations to be presented in mid-year and annual follow-up reports to the Commissioners and Executive Management.  Follow-up reporting continues until all recommended actions and management action plans are implemented or the specific risk reported is otherwise mitigated.

External Auditor Liaison
Internal Audit serves as the liaison with the Texas State Auditor’s Office (SAO), the Department of the Interior’s Office of the Inspector General (DOI-OIG) and other external audit groups having oversight responsibility for TPWD activities.  Internal Audit staff assists external auditors on these projects as appropriate.  Our goal in the role of liaison is to provide assistance to the extent that professional and organizational reporting responsibilities allow.  Internal Audit will coordinate with external auditors to conduct examinations in a manner that allows for maximum audit coordination and efficiency.

Management Controls
Management is responsible for establishing a system of internal / management controls adequate to reasonably assure that established objectives are accomplished.  In the development of this audit plan, Internal Audit utilized the internal control framework developed by the Committee of Sponsoring Organizations (COSO) of the Treadway Commission.  The original COSO framework is outlined in the document titled: 1992 COSO Report: Internal Control – An Integrated Framework.  This document identifies what the Commission believed to be the fundamental and essential objectives of any business or government entity: 

· Economy and efficiency of operations, including safeguarding of assets and achievement of desired outcomes;
· Reliability of financial and management reports; and
· Compliance with laws and regulations.
This framework describes a unified approach for evaluation of the internal control systems that management has designed to: 

· provide reasonable assurance of achieving the organization’s mission, objectives, goals and desired outcome, while adhering to laws and regulations; 

· allow the Department to accurately report successes and outcomes to the public and interested third parties; and,
· serves as a common basis for management, directors, regulators, academics and others to better understand enterprise risk management, its benefits and limitations, and to effectively communicate about enterprise risk management 

The COSO framework contains five control components needed to help assure sound business objectives. The control components include:
1) Control Environment;
2) Risk Assessment;
3) Control Activities;
4) Information and Communication; and,
5) Monitoring.

More specifically, the thought process behind the five components was that they would work together to support efforts to achieve an organization's mission, strategies and related business objectives.  All five components would need to be in place to achieve an "effective" internal control system.

Control Environment
- Integrity and Ethical Values
- Commitment to Competence
- Board of Directors/Commission and Audit Committee
- Management’s Philosophy and Operating Style
- Organizational Structure
- Assignment of Authority and Responsibility
- Human Resource Policies and Procedures

Risk Assessment




Control Activities
- Department-wide Objectives


- Policies and Procedures
- Process-level Objectives



- Security (Application and Network)
- Risk Identification and Analysis


- Application Change Management
- Managing Change




- Business Continuity / Backups

- Outsourcing

Information and Communication

Monitoring
- Quality of Information



- On-going Monitoring
- Effectiveness of Communication


- Separate Evaluations

- Reporting Deficiencies

Management controls are most effective when they are built into the organization’s infrastructure and are a fundamental part of management’s philosophy.  Use of the model supports quality and empowerment initiatives, avoids unnecessary costs, and enables a quick response to changing conditions.  The use of this model should provide agency managers with the tools to systematically oversee their area of responsibility.

Through this model, Internal Audit will strive to promote greater understanding and use of risk mitigation plans during audit projects, management meetings, training activities and the dissemination of information to individual managers throughout the year.  The model and its application within TPWD are shown in Appendix C.

Closing
Internal Audit is grateful to the Commission and Executive management for their consideration of this proposal.  We respectfully request approval of this proposal which includes:

· Approval of the Proposed Project Areas.

· Authorizing the Commission Chairman to approve amendments to the Annual Audit Plan as well as amendments to the Audit Charter.

· Certification that resources provided to the Internal Audit function are adequate to address the risks identified by the internal audit risk assessment.

We look forward to helping the Department meet it’s objectives during the upcoming fiscal year.

For further information on the Office of Internal Audit or the FY2010 
Annual Audit Plan, please contact Carlos Contreras, Director of Internal Audit at (512) 389-4422 or by email at carlos.contreras@tpwd.state.tx.us.
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Appendix A

About the Office of Internal Audit
Audit Organization and Staffing
The Office of Internal Audit is authorized eleven full-time equivalent positions: a Director, two Headquarters auditors, a Performance/Financial Auditor, an Information Technology Auditor, and six field auditors.  Our Fiscal Year 2010 Annual Audit Plan was developed based on the assumption that this staffing level would remain constant during the fiscal year.

Internal Audit staff members collectively have approximately thirty years of agency experience, over 55 years of internal auditing experience, two graduate degrees, and twelve professional certifications including:

· Certified Internal Auditor (CIA)

· Certified Public Accountant (CPA)

· Certified Information Systems Auditor (CISA)

· Certified Fraud Examiner (CFE)

· Certified Government Auditing Professional (CGAP)

· Certified Internal Control Auditor (CICA)

· Certification in Control Self-Assessment (CCSA)

Additionally, four staff members are actively pursuing completion of the Certified Internal Auditor examination.  One staff member will complete studies towards a Master of Business Administration degree in May 2010.
Professional Organizations
Internal Audit staff actively participates in professional auditing, accounting, and information systems organizations.  These groups are excellent sources for obtaining information on auditing, accounting, business management, and other professional issues:

· Institute of Internal Auditors (IIA)

· Texas State Board of Public Accountancy (TSBPA)

· Information Systems Audit and Control Association (ISACA)

· Association of Certified Fraud Examiners (ACFE)

· Institute for Internal Controls (IIC)

· Texas State Agency Internal Audit Forum (SAIAF)

Quality Assurance
Internal quality assurance is an important component in providing high quality auditing services.  We conduct a supervisory and quality assurance review of each project and the resulting audit report.

Additionally, audit standards require internal audit departments to undergo a periodic external quality assurance review every three years.  Internal Audit was recently evaluated in August 2009 by a State Agency Internal Audit Forum (SAIAF) team.  This team consisted of the Texas Youth Commission Internal Audit director and two team members from the Texas Commission on Environmental Quality.  The final report supports the conclusion that the work of the TPWD Office of Internal Audit fully complies with the Standards for the Professional Practice of Internal Auditing, the Generally Accepted Government Auditing Standards, and the Texas Internal Auditing Act.  Our next peer review, to be led again by a SAIAF team, will occur in three years.

Performance Measures
The Office of Internal Audit measures performance with the following:

· Completion of 100% of the approved audit plan, allowing for appropriate project substitutions and amendments (Output).

· Percentage of prior audit recommendations that are in the process of being implemented or have been implemented.  Combined performance target is 89% (Outcome).

Additionally, the Director of Internal Audit uses the following to measure performance:

· By month and year:  Percentage of time spent on Administration (15%); Professional Development (6%); Leave (17%); and Audit Projects (62%) 

· For each project: Establishing and meeting realistic deadlines and budgeted hours to achieve audit objectives.

Appendix B
FY 2010-2011 Audit Plan

Risk Factor Definitions - Operations
Purpose:  Part of our audit planning process includes performing a risk assessment analysis of all auditable units to identify the potential areas of high risk throughout the Department.  We have a separate risk assessment for operations and information technology audits.  Both focus on the overall business risk of the units.  The factors used to assess operational risk(s) include:
RISK FACTORS:

1. Criticality of Auditable Unit – This factor measures the importance of the functional unit to the proper functioning and support of strategic aims for the Department.  This includes the unit’s ability to provide service within a required time frame and/or at a predetermined level.

2. Internal Control – This factor measures the quality of the internal control environment based on results of prior audit work, general observations, and/or other interactions.  We are evaluating whether controls are in  place and working effectively as designed.

3. Public and/or Political Sensitivity – This measures the sensitivity of the functional area to public exposure of critical internal issues.  This includes the degree of interest exhibited by the public, press, peers, and/or management.  There is a potential for customer dissatisfaction, negative publicity, and/or damage to the Department’s reputation.

4. Legal and Governance – This factor evaluates the exposure to potential litigation and/or governance by outside entities.  This would include potential or current litigation and Department compliance with all required mandates, regulations, laws, and policies of external entities.

5. Changes in Management and/or Organizational Structure – This evaluates the extent of change and the stability in the structure of the functional unit.  This would include changes in management, key employees, and new or discontinued areas of responsibility.
6. Financial Impact – This factor considers the biennial budget for the unit from all funding sources.  We will evaluate the impact of inappropriate activity.  Also being considered are appropriations and appropriation authority; consideration of transaction volumes for expenditures and revenues, liquidity, and/or asset valuation. 
FY 2010-2011 Audit Plan

Risk Factor Definitions – Information Technology (IT)

Purpose:  Part of our audit planning process includes performing a risk assessment analysis of all auditable units to identify the potential areas of high risk throughout the Department.  We have a separate risk assessment for operations and information technology audits.  Both focus on the overall business risk of the units.  The factors used to assess IT risk(s) include:
RISK FACTORS:

1. Criticality of Division and/or Section – This factor is based on information gathered from the Department’s Land and Water Use Plan, the FY 2009 Business Analyses and other internal documentation.

2. Centralized vs. Decentralized – This factor relates to the level of centralization of the IT activities.

3. Maturity of the IT Environment – This factor relates to the level of IT governance in place per COBIT standards (IT Governance Maturity Model) and the Capability Maturity Model Integration.  The Department’s level would include documented policies and appropriate processes including adequate data and security controls.

4. Physical Security and/or Control of IT Assets – This factor is based on the internal Department information on location and custodianship of IT assets.  Additional consideration must be given to the “transformation” (migration) of servers to IBM/TFT data centers in the next few months.

5. Level of IT Activities – This factor relates to the complexity, technical expertise required, and uniqueness of the IT activities within the functional area (division/section) in comparison to its peers within the Department.
6. Business Continuity and Disaster Recovery – This factor relates to the measures established to ensure continuing operations in the case of debilitating IT and/or business incidents whether man-made or natural.

7. Internal and/or External reviews – This factors into any audit performed by our office or external oversight entities (SAO, Comptroller, OIG) including those solely performing tests such as penetration testing.
Appendix C
COSO Model
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Use of the capability maturity model
The capabilities of an organization in relation to the COSO model could be assessed based on universal states or plateaus that organizations typically target.  The descriptions are incremental.
The capability descriptions are based on evolution toward generally recognized best practices.  Each organization determines which level of "maturity" would be the most appropriate in support of its business needs, priorities and availability of resources.  A rating system of “0” to “5” is used.  A rating of “5” does not necessarily mean “goodness”, but rather, maturity of capability.  The ideal maturity rating for any area is dependent on the needs of the organization.  

The different and progressive plateaus are:
0 Non-existent when:

The organization lacks procedures to monitor the effectiveness of internal controls.  Management internal control reporting methods are absent.  There is a general unawareness of IT operational security and internal control assurance.  Management and employees have an overall lack of awareness of internal controls.

1 Initial/Ad Hoc when:

Management recognizes the need for regular IT management and control assurance. Individual expertise in assessing internal control adequacy is applied on an ad hoc basis.  IT management has not formally assigned responsibility for monitoring the effectiveness of internal controls.  IT internal control assessments are conducted as part of traditional financial audits, with methodologies and skill sets that do not reflect the needs of the information services function.

2 Repeatable but Intuitive when:

The organization uses informal control reports to initiate corrective action initiatives. Internal control assessment is dependent on the skill sets of key individuals.  The organization has an increased awareness of internal control monitoring.  Information service management performs monitoring over the effectiveness of what it believes are critical internal controls on a regular basis.  Methodologies and tools for monitoring internal controls are starting to be used, but not based on a plan.  Risk factors specific to the IT environment are identified based on the skills of individuals.

3 Defined when:
Management supports and institutes internal control monitoring.  Policies and procedures are developed for assessing and reporting on internal control monitoring activities.  An education and training program for internal control monitoring is defined. A process is defined for self-assessments and internal control assurance reviews, with roles for responsible business and IT managers.  Tools are being utilized but are not necessarily integrated into all processes.  IT process risk assessment policies are being used within control frameworks developed specifically for the IT organization. Process-specific risks and mitigation policies are defined.

4 Managed and Measurable when:
Management implements a framework for IT internal control monitoring.  The organization establishes tolerance levels for the internal control monitoring process. Tools are implemented to standardize assessments and automatically detect control exceptions.  A formal IT internal control function is established, with specialized and certified professionals utilizing a formal control framework endorsed by senior management.  Skilled IT staff members are routinely participating in internal control assessments.  A metrics knowledge base for historical information on internal control monitoring is established.  Peer reviews for internal control monitoring are established.

5 Optimized when:
Management establishes an organization wide continuous improvement program that takes into account lessons learned and industry best practices for internal control monitoring and reporting.  The organization uses integrated and updated tools, where appropriate, that allow effective assessment of critical IT controls and rapid detection of IT control monitoring incidents.  Knowledge sharing specific to the information services function is formally implemented.  Benchmarking against industry standards and good practices is formalized.











